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Cryptographic Protcols are Everywhere: Golden Era of Crypto

&

* Wireless: Wifi/WPA, 4G, 5G, Zigbee, .. QUIC SAMLL/\
* Payment: EMV, W3C Web Payments, ..

* Ubiquitous HTTPS: TLS 1.3, QUIC, ACME/Let’s Encrypt, ..
* Secure Messaging: Signal, MLS, .. ®
* Single-Sign On: OAuth, OIDC, SAML, ..

* Post-Quantum Crypto: NIST KEMs, Signature, ..
* Lightweight Crypto: IETF LAKE, NIST LWC

Q Q e _. Signal

72 zigbee

Kl Let’s Encrypt
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Cryptographic Protcols are Everywhere: Golden Era of Crypto

COMPUTERWORLD  unreo stares ~

EMV flaw allows 'pre-play' attacks on chip-enabled @
payment cards @

Cambridge university researchers find weaknesses in the EMV protocol UlC SAML L/\

that can facilitate cloning-like attacks for chip-and-PIN payment cards LAY
T rayment. Civiv, vvoLU VVED raymensts, ..

* Post-Quantum Crypto: NIST KEMs, Signature, ..
* Lightweight Crypto: IETF LAKE, NIST LWC

g Q a . Signal

72 zigbee

Kl Let’s Encrypt

U
/o" Q>
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Cryptographic Protcols are Everywhere: Golden Era of Crypto

CENTRAL EUROPE MIDDLE EAST SCANDINAVIA AFRICA UK ITALY SPAIN MORE

COMPUTERWORLD unrep states -

.y 'Triple handshake' bug another big problem
EMV flaw allows 'pre forIE:'LS Py "9 gp
payment cards -

Cambridge university researchers find weaknesses in the EMV protocol UIC SAML Lf\

that can facilitate cloning-like attacks for chip-and-PIN payment cards
T rayment. Civiv, vvoLU VVED raymensts, ..

* Post-Quantum Crypto: NIST KEMs, Signature, ..
* Lightweight Crypto: IETF LAKE, NIST LWC

g Q e . Signal

72 zigbee

Kl Let’s Encrypt
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Cryptographic Protcols are Everywhere: Golden Era of Crypto

CENTRAL EUROPE MIDDLE EAST SCANDINAVIA AFRICA UK ITALY SPAIN MORE

COMPUTERWORLD unrep states -

.y 'Triple handshake' bug another big problem
EMV flaw allows 'pre forIE:'LS Py "9 I9 P

pf‘“"""; el ~ ~—

. The Cloudflare Blog
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b
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Security Assertion Markup Language

. Logjam: the latest TLS
. vulnerablllty explained
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Cryptographic Protcols are Everywhere: Golden Era of Crypto

COMPUTERWORLD unrep states -

NEWS

SearchSecurity

"Triple h
EMV flaw allows 'pre fo",,"%fs/gg

pr'l_.ﬂ“‘ .‘ﬂ.-J.-

OAuth vulnerabilities must be
fixed in the standard ‘

° Logjam . the IateSt TLS Researchers in Germany have found two OAuth vulnerabilities, which

could allow attackers to break the authorization and authentication

° VU I ne ra bl I Ity exp I al ned standard. And an expert said the fix must be made to the standard itself.

0004

72 zigbee

C CLOUDﬁ!E' The Cloudflare Blog
C

th Product News Speed & Reliability Security Serverless Zero Trust Developers Deep Dive

Michael Heller, Senior Reporter 12 Jan 2016
ighal == -

&

L—-.a
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Cryptographic Protcols are Everywhere: Golden Era of Crypto

COMPUTERWORLD  unreo stares ~

NEWS "Triple h
EMV flaw allows pre forr'F}fs/22|

P ams o

The Cloudflare Blog

SearchSecurity

C_" CLOUDFLARE
C

th Product News Speed & Reliability Security Serverless Zero Trust Developers Deep Dive

OAuth vulnerabilities must be
fixed in the standard

have found two OAuth vulnerabilities, which
reak the authorization and authentication
aid the fix must be made to the standard itself.

KRACKATOA —

How the KRACK attack destroys
nearly all Wi-Fi1 security

irier 12 Jan 2016
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Signal Messaging Protocol

o ° Q @ signal
& G = {g)

4

* Asynchronous continuous key exchange

ad g* 7
x random > g
q¥
(g¥)* = g™V y random
X - X
(g°)Y = g™
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Initiator [/ Responder R

Signal Messaging Protocol

.9 (9. (5,99 (0,6")]
|
Initiate(i, 9", g°[, g°]) > (rko):
generate (e, g°)
dhy = 0xFF | ¢** | " | °°[| 9°°]
rky = HKDF(dhy, 0x00%?, “WhisperText’)

* Asynchronous continuous key exchange | _
SendRatchet(rky, g°) — (rkq,cky, xzo):
vk | ekl = HKDgFE(':*rgrirl(’cT,Ji‘.“illll;li)sperﬂ.atchet")

[
Encrypt(g', 9", 9™, cky. mg) = (eki, o, to):
cki = HMAC(ck), 0x01)
ko = HMAC( ek, 0x00)
(eky, ivg, mko) = HKDF (kg, 0x00%2, “WhisperMessageKeys')
¢g = FORMAT (g™, 0,0, AES-CBC(eky, ivp, mp))
to = HMAC(mko, g" | ¢° | 0%33 | c5)

MSGy(g°, g¢, co,ta)

Respond(r, s,0,¢",9%) = (rkq):
recompute dhg, rkq (similarly to I)
I
ReceiveRatchet(rkq, s,9") > (7, ck}):
recompute vk, ckf, (similarly to 1)

I
Decrypt(cki, co, ty) — (my, ckt):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cq,to) to get myg

|
SendRatchet(rk,, g*°) - (rko. cki,yq) |
|
Encrypt(q".g', g"". cky,my) = (cki, 1.t |
MSG(e1, 1) | ypt(g", 9", 9%, ¢k ma) = (cki, e1,t1)
‘ ReceiveRatchet(rk;, 79, ") — (rky, ck}) |
|
| Decrypt(ckyy, c1,t1) = (ma,ck]) ‘
|
Session State: Session State:
{root_key: rky,send_chain: (ck},x;),recv_chain: (ck], g¥°)} {root_key : rky,send_chain: (ck].y;), recv_chain: (ckj.g")}
| L]
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Initiator |
Signal Messaging Protocol |

Prior Knowledge:
(i) (1,97, Go g (0,6°)]
|
Initiate(i, g", ¢°[. ¢°]) — (rko):
generate (e, g°)
dhy = 0xFF | ¢** | " | °°[| 9°°]
rky = HKDF(dhy, 0x00%?, “WhisperText’)

* Asynchronous continuous key exchange |

SendRatchet(rky, g*) — (rky, ck, zq):
generate (x,g™)
vk | ek = HKDF(g*™, rky, “WhisperRatchet”)

* Multiple subprotocols |

Encrypt(g', 9", 9™, cky. mg) = (eki, o, to):
cki = HMAC(ck), 0x01)
ko = HMAC( ek, 0x00)
— X3 D H . o B I k h (eky, ivg, mko) = HKDF (kg, 0x00%2, “WhisperMessageKeys')
I n It I a ey eXC a n ge ¢g = FORMAT (g™, 0,0, AES-CBC(eky, ivp, mp))
to = HMAC(mko, g" | ¢° | 0%33 | c5)

DH Ratchet (post-compromise security) MSGo(o',9" . 0)

Respond(r, s,0,¢",9%) = (rkq):
recompute dhg, rkq (similarly to I)
I
ReceiveRatchet(rkq, s,9") > (7, ck}):
recompute vk, ckf, (similarly to 1)
I
Decrypt(cki, co, ty) — (my, ckt):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cq,to) to get myg
[
I SendRatchet(rk,, g*°) - (rko. cki,yq) |
[
| Encrypt(q".g', g*°, cki,m1) = (cki,c1.t1) |

— Hash Ratchet (forward security)

Authenticated Encryption (message security)

MSG(c1, )
‘ ReceiveRatchet(rk;, 79, ") — (rky, ck}) |
|
| Decrypt(ckyy, c1,t1) = (ma,ck]) ‘

|

Session State: Session State:

{root_key: rky,send_chain: (ck},x;),recv_chain: (ck], g¥°)} {root_key : rky,send_chain: (ck].y;), recv_chain: (ckj.g")}
| L]
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Initiator |
Signal Messaging Protocol |

Prior Knowledge:
(i) (1,97, Go g (0,6°)]
|
Initiate(i, g", ¢°[. ¢°]) — (rko):
generate (e, g°)
dhy = 0xFF | ¢** | " | °°[| 9°°]
rky = HKDF(dhy, 0x00%?, “WhisperText’)

* Asynchronous continuous key exchange |

SendRatchet(rky, g*) — (rky, ck, zq):
generate (x,g™)

) vk | ek = HKDF(g*™, rky, “WhisperRatchet”)
* Multiple subprotocols |

Encrypt(g', 9", 9™, cky. mg) = (eki, o, to):
cki = HMAC(ck), 0x01)
ko = HMAC( ek, 0x00)
— X3 D H . o B I k h (eky, ivg, mko) = HKDF (kg, 0x00%2, “WhisperMessageKeys')
I n It I a ey eXC a n ge ¢g = FORMAT (g™, 0,0, AES-CBC(eky, ivp, mp))
to = HMAC(mko, g" | ¢° | 0%33 | c5)

DH Ratchet (post-compromise security) MSGo(o',9" . 0)

Respond(r, s,0,¢",9%) = (rkq):
recompute dhg, rkq (similarly to I)
I
ReceiveRatchet(rkq, s,9") > (7, ck}):
recompute vk, ckf, (similarly to 1)
I
Decrypt(cki, co, ty) — (my, ckt):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cq,to) to get myg
[
* Inherently recursive [SendRatcht(rin ) vt i |
Yy |
| Encrypt(q”, 9", g*°, ckj.m1) = (cky, e1.t1) |

— Hash Ratchet (forward security)

Authenticated Encryption (message security)

MSG(c1, )
— Security of each message depends on a RecomeRmhelr 70 7) ~ o)
|
= = Decrypt(ckyy, c1,t1) = (ma,ck])

chain of derived keys e ‘

Session State: Session State:
{root_key: rky,send_chain: (ck},x;),recv_chain: (ck], g¥°)} {root_key : rky,send_chain: (ck].y;), recv_chain: (ckj.g")}

| L]
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Initiator |
Signal Messaging Protocol |

Prior Knowledge:
(i.9%) (r,97).(s.9%)[; (0,9°)]
I
Initiate(z, 9", ¢°[, g°]) = (vko):
generate (e, g°)

CI"L‘:J - OXFF ‘ g‘JT, | gﬂ'{J ‘g‘“f.‘[‘ g()('l
rky = HKDF(dhy, 0x00%?, “WhisperText’)

* Asynchronous continuous key exchange |

SendRatchet(rky, g*) — (rky, ck, zq):
generate (x,g™)
vk | ek = HKDF(g*™, rky, “WhisperRatchet”)

* Multiple subprotocols |

Encrypt(g', 9", 9™, cky. mg) = (eki, o, to):
cki = HMAC(ck), 0x01)
ko = HMAC( ek, 0x00)
— X3 D H . o B I k h (eky, ivg, mko) = HKDF (kg, 0x00%2, “WhisperMessageKeys')
I n It I a ey eXC a n ge ¢g = FORMAT (g™, 0,0, AES-CBC(eky, ivp, mp))
to = HMAC(mko, g" | ¢° | 0%33 | c5)

DH Ratchet (post-compromise security) MSGo(o',9" . 0)

Respond(r, s,0,¢",9%) = (rkq):
recompute dhg, rkq (similarly to I)
I
ReceiveRatchet(rkq, s,9") > (7, ck}):
recompute vk, ckf, (similarly to 1)
I
Decrypt(cki, co, ty) — (my, ckt):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cq,to) to get myg
[
° I n h e re n tI reC u rSive I SendRatchet(rk,, g*°) - (rko. cki,yq)
Yy |
| Encrypt(q”, 9", g*°, ckj.m1) = (cky, e1.t1) |

— Hash Ratchet (forward security)

Authenticated Encryption (message security)

MSG(c1. 1))
— Security of each message depends on a RecomeRmhelr 70 7) ~ o)
|
chain of derived keys [Dercycu) (k)
{root_key : rks, Send_ch%. recv_chain: (ck], g¥°)} {root_key : ks, Send_ch%. recv_chain: (ck}, ")}
* Can we mechanically verify that the protocol is secure?
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Initiator [/ Responder R

Formalizing Signal

(i.9") (r.97). (5.9%)[ (0,9°)]
|
Initiate(7, 9", g°[,5°]) = (rko):
generate (e, g°)
dhg = 0xFF | g™ | g™ | QHGU .G'W]
rky = HKDF(dhy, 0x00%?, “WhisperText’)

SendRatchet(rky, g*) — (rky, ck, zq):
generate (x,g™)
vk | ek = HKDF(g*™, rky, “WhisperRatchet”)

[
Encrypt(g’, 9", 9™, cky, o) — (cki, co, to):
cki = HMAC(ck), 0x01)
ko = HMAC(ckb, 0%00)
(eky, ivg, mko) = HKDF (kg, 0x00%2, “WhisperMessageKeys')
¢g = FORMAT (g™, 0,0, AES-CBC(eky, ivp, mp))
to = HMAC(mko, g" | ¢° | 0%33 | c5)

MSGo(g*,9°, co,t0)

Respond(r, s,0,¢",9%) = (rkq):
recompute dhg, rkq (similarly to I)
I
ReceiveRatchet(rkq, s,9") > (7, ck}):
recompute vk, ckf, (similarly to 1)
I
Decrypt(cki, co, ty) — (my, ckt):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cq,to) to get myg
[
SendRatchet(rk,, g*°) - (rko. cki,yq) |
[
| Encrypt(q".g', g*°, cki,m1) = (cki,c1.t1) |

MSG(c1, )
‘ ReceiveRatchet(rk;, 79, ") — (rky, ck}) |
|
| Decrypt(ckyy, c1,t1) = (ma,ck]) ‘

|

Session State: Session State:

{root_key: rky,send_chain: (ck},x;),recv_chain: (ck], g¥°)} {root_key : rky,send_chain: (ck].y;), recv_chain: (ckj.g")}
| |
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Initiator [/ Responder R

Formalizing Signal

.9 (9. (5,99 (0,6")]
|
Initiate(i, 9", g°[, g°]) > (rko):
generate (e, g°)
dhy = 0xFF | ¢** | " | °°[| 9°°]
rky = HKDF(dhy, 0x00%?, “WhisperText’)

. L L
Existing Analyses |
SendRatchet(rky, g*) — (rky, ck, zq):
generate (x,g™)
vk | ek = HKDF(g*™, rky, “WhisperRatchet”)

— Using ProVerif and CryptoVerif |

Encrypt(g', 9", 9™, cky. mg) = (eki, o, to):
cki = HMAC(ck), 0x01)
ko = HMAC(ck}, 0x00)

— Model X3DH, Double Ratchet (eka o, mbo) = HKOF (hy 0200, comispertassagekeys”)

to = HMAC(mko, g" | ¢° | 0%33 | c5)

MSGy(g°, g¢, co,ta)

~ Few hundred lines written in applied pi

Respond(r, s,0,¢",9%) = (rkq):
recompute dhg, rkq (similarly to I)
I

ReceiveRatchet(rkq, s,9") > (7, ck}):
recompute vk, ckf, (similarly to 1)
I
Decrypt(cki, co, ty) — (my, ckt):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cq,to) to get myg
[
SendRatchet(rk,, g*°) - (rko. cki,yq) |
I
| Encrypt(q”, 9", g*°, ckj.m1) = (cky, e1.t1) |

calculus

MSG(c1, )
‘ ReceiveRatchet(rk;, 79, ") — (rky, ck}) |
|
| Decrypt(ckyy, c1,t1) = (ma,ck]) ‘

|

Session State: Session State:

{root_key: rky,send_chain: (ck},x;),recv_chain: (ck], g¥°)} {root_key : rky,send_chain: (ck].y;), recv_chain: (ckj.g")}
| L]
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Initiator [/ Responder R

Formalizing Signal

.9 (9. (5,99 (0,6")]
|
Initiate(i, 9", g°[, g°]) > (rko):
generate (e, g°)
dhy = 0xFF | ¢** | " | °°[| 9°°]
rky = HKDF(dhy, 0x00%?, “WhisperText’)

. L L
Existing Analyses |
SendRatchet(rky, g*) — (rky, ck, zq):
generate (x,g™)
vk | ek = HKDF(g*™, rky, “WhisperRatchet”)

— Using ProVerif and CryptoVerif |

Encrypt(g', 9", 9™, cky, mo) — (cki, co.to):
cki = HMAC(ck), 0x01)
ko = HMAC(ckb, 0%00)

— Model X3DH, Double Ratchet e A e e esssesters”)

to = HMAC(mko, g" | ¢° | 0%33 | c5)

MSGy(g°, g¢, co,ta)

~ Few hundred lines written in applied pi

Respond(r, s,0,¢",9%) = (rkq):
recompute dhg, rkq (similarly to I)
I
ReceiveRatchet(rkq, s,9") > (7, ck}):
recompute vk, ckf, (similarly to 1)

I
Decrypt(cki, co, ty) — (my, ckt):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cq,to) to get myg

Proofs for only 3 message rounds o o G )
|

d ue tO recu I’SIO n MSG(eq,t1) | Encrypt(g”,g', 9", cky,m1) —+ (eky, c1.t1) |

calculus

* One major limitation of existing analyses:

‘ ReceiveRatchet(rk;, 79, ") — (rky, ck}) |
|
| Decrypt(ckyy, c1,t1) = (ma,ck]) ‘
[

Session State: Session State:
{root_key: rky,send_chain: (ck},x;),recv_chain: (ck], g¥°)} {root_key : rky,send_chain: (ck].y;), recv_chain: (ckj.g")}
| L]
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Analysis of Security Protocols: Tools

Computational Tools: Symbolic Tools:
CryptoVerif, EasyCrypt, ... ProVerif, Tamarin, RCF, ...
* Focus on cryptographic core * Abstract cryptography
* Messages are bitstrings * Messages are formal terms

* Probabilistic
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Analysis of Security Protocols: Tools

Computational Tools: Symbolic Tools:
CryptoVerif, EasyCrypt, ... ProVerif, Tamarin, RCF, ...

* Focus on cryptographic core * Abstract cryptography
* Messages are bitstrings * Messages are formal terms
* Probabilistic
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Existing Symbolic Approaches and DY*

DY-style tools: Dependent Types:
Tamarin, ProVerif, ...
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Existing Symbolic Approaches and DY*

DY-style tools: Dependent Types:
Tamarin, ProVerif, ... RCF, F7, ...
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Existing Symbolic Approaches and DY*

DY-style tools: Dependent Types:
Tamarin, ProVerif, ... RCF, F7, ...

focus on protocol core

X abstract models v automated analysis
X bounded data (potentially some
structures user interaction)

X no modularity v global trace &
X limited inductive properties
reasoning v equational theories

X interoperability
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Existing Symbolic Approaches and DY*

DY-style tools: Dependent Types:
Tamarin, ProVerif, ... RCF, F7, ...
focus on

focus on protocol core . :
implementation aspects

X abstract models v automated analysis v modular proofs X missing global view
X bounded data (potentially some v implementation X limited expressivity
structures user interaction) level analysis w.r.t. security prop.
X no modularity v global trace & v unbounded X limited support for
X limited inductive properties structures mutable state
reasoning v equational theories v inductive reasoning X less automation
X interoperability v executable models X no equational
v interoperability theories (e.g., DH)
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Existing Symbolic Approaches and DY*

DY-style tools:

Tamarin, ProVerif, ...

Dependent Types:
RCF, F7, ...

focus on
focus on protocol core . :
implementation aspects

X abstract models v automated analysis v modular proofs X missing global view

X bounded data (potentially some v implementation X limited expressivity
structures user interaction) level analysis w.r.t. security prop.

X no modularity v global trace & v unbounded X limited support for

X limited inductive properties structures mutable state
reasoning v equational theories v inductive reasoning | less automation

X interoperability v executable models | X no equational

v interoperability theories (e.g., DH)
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What is F*7

Functional programming language aimed at program verification

— Can be used to precisely express strong (security) properties

Developed and actively supported by Microsoft Research, INRIA, and others

Already used for computational protocol analysis (for example, parts of TLS 1.3)

* Rich, versatile type system
— Dependent and refinement types
— Backed by SMT-Solver Z3
~ Pre/post conditions

~— Allow modeling unbounded and recursive data structures
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Appenc-ony o8 Dolev-Yao™® (DY™*): Architecture

that captures

relevant interaction
| with the framework.

Runtime Model

\ Network

Communication

Application
State

Global Trace
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Appenc-ony o8 Dolev-Yao™® (DY™*): Architecture

that captures

relevant interaction

! with the framework. 7 Runtime Model

\ Network

Communication

Application
State

Global Trace
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Appenc-ony o8 Dolev-Yao™® (DY™*): Architecture

that captures

relevant interaction

! with the framework. 7 Runtime Model

Network

4 Communication NV

Protocol

Application
State

Implementation

Global Trace
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that captures

relevant interaction

! with the framework. 7 Runtime Model
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4 Communication NV

Protocol

Application
State
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Appenc-ony o8 Dolev-Yao™® (DY™*): Architecture

that captures

relevant interaction

| with the framework ~ | St e Labeling Layer

\ Network Generic |/

Communication Proofs

Protocol

Application
State

Implementation

Global Trace
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Case Studies

* Signal Messaging Protocol e o e

72BN\

[/ \ ®

x.; Signal
U=/
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Signal Messaging Protocol

* First mechanized proof accounting for o B

72BN\
/ \ s
x.; Signal
LH_’/_ der B
esponder

Prior Knowledge: Prior Knowledge:
(.9") (r,97),(s,9°) (0,9°)]
I
Initiate(i,¢". ¢°[, g°]) — (vko):
generate (e, %)

— Forward Secrecy L

dh“ - OXFF |g#l ‘:gi'ﬂ ‘gsb’[‘ guH]
ko = HKDF (dhy, 0x00, “WhisperText”)

SendRatchet(rkq, g*) = (rkq, ckjy, zo):

~— Unbounded number of protocol rounds IR e —
I
Enerypt(g'. 9", g™, cki, o) — (eki, co,to):
¢kt = HMAC(ck;, 0x01)
ko = HMAC(ck}, 0x00)

. (eko, ivg, mko) = HKDF (kg, 0x00%2, “WhisperMessageKeys”)
a e Sa I I Ie I I I Ie ¢y = FORMAT (g*,0,0, AES-CBC(ekq, ivg, my))

ty = HMAC(mkg,¢" | g* | 0x33 | ¢g)

MSGo(g*, g%, co: to)

* First type-based formulation and proof of it

recompute dhg, rkq (similarly fo I)

. . ReceiveRatchet(rkg, s, g™°) — (vky, ck{):
post-compromise security for any protocol e 1 i Gt
[
Decrypt(cky, co,to) = (1o, cki):
recompute cki, ko (similarly to I)
verify MAC and decrypt (cy.to) te get my

* First analysis of Signal based on dependent types e

| Encrypt(s”,g', g% ckfm1) = (ekf, 1, t1) |

MSG(er1,t1)
‘ ReceiveRatchet(rky, 2o, g% ) — (rka. ckf) |
I
[Decrypt(cif. e, ) ~ (mi.eh) |
I
Session State: Session State:
{root_key:rky, send_chain: (ckj,zg), recv_chain: (ckj, g% )} {root_key : rk,,send_chain: (ck],y,), recv_chain: (ckj,¢*°)}
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Case Studies

* Signal Messaging Protocol g o e

— Unbounded number of rounds (ratcheting)

— Forward Secrecy & Post Compromise Security

* Needham-Schroeder(-Lowe), ISO-DH, and ISO-KEM
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Conclusion & Future Work

* Golden era of cryptographic protocols

* We recently proposed DY*, a new mechanized
symbolic verification framework for protocols and
their code

~— Overcomes many limitations of existing tools
~ Precise reasoning on global properties
~— Account for low-level protocol details

~ Protocol models can even be interoperable
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- WIM*: mechanize the Web Infrastructure
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* We recently proposed DY*, a new mechanized _ _
_ o * Lots of interesting work to be done!
symbolic verification framework for protocols and

their code — Equivalence properties

— Computational analysis

- WIM*: mechanize the Web Infrastructure

— Overcomes many limitations of existing tools Model N

~ Precise reasoning on global properties See [S&P ‘14, ESORICS ‘15
— Account for low-level protocol details CCS '15, CCS ‘16, CSF ‘17,
~— Protocol models can even be interoperable S&P "19]

Find more information on: reprosec.org Thank yOU!
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